The Software Development and Testing Company
SecuScan Cyber Security Vulnerability Assessment Management System

SD I C INC A Service Disabled Veteran and Minority Woman Owned Small Business

External Vulnerability Management System

The External Vulnerability Assessment Management System automates the task of
testing and identifying potential network and application vulnerabilities so you don’t
have to. Reports allow security managers to quickly prioritize and remediate identified
issues based on the level of risk and urgency indicated.

The Company

The Software Development and
Testing Company Inc and its
strategic partners and resellers
provide Cyber Security and
Consulting services to GSA
Schedule 70 customers, US
Corporations and clients around
the World.

Prioritize and Manage Issues

The External Vulnerability Management System enables IT personnel to manage
vulnerabilities and maintain control over their network and web application security
with powerful graphs and proven remediation recommendations. Reports

provide comprehensive details on vulnerabilities including recommended time to fix,
risk rankings and urgency levels.

SEC&:—AN External VAM Server

Available as an OEM product.

Can be used to comply with
regulatory standards such as
ISMS/ISO27001, NERC, SOX, PIPA,
HIPAA-HITECH, COBIT, FISMA,
FERPA, CIPA and other

US Government and Corporate
Security compliances.
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Internet

Routers

Firewalls

Load Balancers

Web Servers

This Vulnerability Management
System has made the task of
security audits easy and affordable.

(— Provides unbeatable Return on

Investment and Total Cost of
Ownership.

Indexing Servers

DNS Servers

Mail Servers

Application Servers

Datab Servers

File Servers

;. Management Servers

SecuScan Certified

Login to Secure Web Portal for Report Results

The Benefits

n Adhere to corporate security, third party audits and outside compliance
standards by automating vulnerability risk management.

% Increase consumer confidence with the certified secured website logo.

n Save time by quickly identifying high risks areas and assigning staff to follow
the recommendations to fix the issues.

% No hardware or software to install or set up.

n Provide management or auditors with daily reports on the security stature of
your network, web application and mission critical devices.

n ldentify issues before hackers do.

n Save both time and money by automating the process of manually auditing
your mission critical infrastructure.

n Easily deployable to remote offices and locations around the globe, making
it ideal for large distributed organizations.

n Central report location for all divisions or geographical regions.

% Limit the cost spent on costly third party security audits.

% Improve human resource allocation.

ENYN Advantage!®

www.gsaadvantage.gov

Schedule 70 Contract # GS-35F-0074S. Part Number SEVAM-5
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The Software Development and Testing Company
SecuScan Cyber Security Vulnerability Assessment Management System

SD I C INC A Service Disabled Veteran and Minority Woman Owned Small Business

Centralized Vulnerability Flexibility Quality Assurance
Management - No hardware or software - Developed and managed by
- Centralized secured report required. security professionals. CISSP,

portal accessible from CISM, CISA and Homeland

anywhere 24/7/365. - Schedule scans times, daily Security Level 3 certified.
weekly, monthly, or quarterly.

- Archived reports available for - Daily vulnerability database

up to one year. - Select to scan network only, updates.

Powerful report graphs web only, or both.

- Compare reports up to one
year by date range using
specific IP addresses or URLS.

- Developed using NSA, S,
- Network and web application NIST and the FBI and SANS Top
vulnerabilities are separated for 20 vulnerability lists.
ease of understanding.

- Initial phase false positive

- Display specific IP or URL - Select false positive button. reduction.

vulnerabilities.

- Available for Basic and Form

- Follow vulnerability trends by Based Authenticated web sites.

using customizable graphs.

- Set profiles ranges to assess
separate network segments,
remote offices and geographic

- Select to view only new or
remediated vulnerabilities.

locations.
- Select specific level of risk
ranks to display in graphs. - IPv6 Support.
- Vulnerabilities are displayed
from most Urgent to low risk. SECﬁGAN e
- Export Reports to HTML or Vulnerabity Report Byttt | - oounonanest
PDF formats. T
CHCTTM S:CiScAN T——

- Intelligent user interface.

Hostname www somehos.

Likely 05 Windows.

. . . Vulnerability Management
- Simplified report explanations. opnTcrRan a1, i e
Open UDP parts 181 () : 192168110, 192160011, 192160012, 192168119, 192.368.1.14 < Symmary—= ]
Pricing = ’ — S
- Annual Subscription Base: i s acaciasal | o1 ! ==5 el
for Daily, Weekly, Monthly, y = v
7 Metwork Findings -
Quarterly assessments based .
. 192.168.1.42 | Display Remedisted Walnerabiities.
on a predetermined number of i
IP devices and or URLS.

- Available in Basic or Full
Assessment Versions: depending
on the client’s needs, The System
is available in two versions. Pricing
varies based on the version and
configuration selected.

Chris Maggio, Jr. - President & CEO

The Software Development and Testing Company, Inc.

5114 Balcones Woods Drive, Suite #307 - 406, Austin, TX 78759
Main: 1(512) 331-0222
Web: www.customdevelopmentandtesting.com
Email: chrismaggiojr@customdevelopmentandtesting.com

- One time Assessments:
Customized pricing available
for one time assessments based
on number of required IP

devices or URLSs. Schedule 70 Contract # GS-35F-0074S. Part Number SEVAM-5

O Advantage!®

www.gsaadvantage.gov
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